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(57) Abstract: On receiving a signature from an adjacent repeater, a repeater (10) judges whether or not the number of packets 
exceeds a predetermined threshold in a unit time satisfying the condition of the received signature. If the number is judged to exceed 
the threshold, the repeater (10) judges whether or not the number of consecutive excesses over the threshold exceeds a predetermined 

threshold. If the number of consecutive excesses exceeds the predetermined value, the repeater (10) sends the signature received 
from the adjacent repeater to the adjacent repeater other than the adjacent repeater which has sent the signature. 
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mmmKmmir^^ti^i.^j:\^ ^ (m i (d (?) 0m) o 

[0067] /^5b\ ^mm:m.ioi)^mmir^iy^^^-^^u. ^m^^^^-^^tmKm.'&^n'r. 

K.xm(D-y^:^^^^mmir^x^ Ki.xhx\ \ 
[0068] L^mmm(Dmm 

yyvi3c)t. i/^w-¥iift§Ri4i:. y<^yhmnMm5at. mmmMmwcmM^^ 

[0069] *fc. ffi^^glO}*, CPU(CentralProcessingUnit)-^^^y, K-t'V;^^^^ 
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[0071] E|2^C*5V^-C. :^^yhU—^4l^^y^—:^^lli^. ^^yhU—^t1^m^^X\^^^m 
mm^t(DmX^<^iyh^m^ir^^!^X:h^. Mci^^miat^ LAN(LocalAreaNetwo 
rk) ^fcfWAN (WideAreaNetwork) fj:}f(D:^-yhX7^^t1^Wrf'^fcl^(D:^-yVU—^ 

[0072] ^<^^yVMn^l2U^ :^^yV'7—^-<>^^z^—^W>llt>^m\^f^^<^^yV^Wi^\^. 

1 5ai;ili#fci-6^aifp-efe6o 

/H3c^cl-^t^.■€^^^^^$tl^o ---C\ >^>H3a~13c^c:|Bll$tt§it#^^ 

[0074] m^\-t. ^m^mkn^m^'T—y^/vi3a\z.m'm^ti^mm. x.'ouww^u. sft^-? 
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[0075] ^m^m^m^i^(D mmmm ^a^s mK.i-£. ip^<^iyh{c-^'^ri^ip-^yyM 

DestinationlPAddress (^:5felPTKV>?>) J :dS ri92. 168. 1.1/32 J "Cfct) (dst=192.168.1.1 

/32) , IP(Z)_hfiz:jg (TCP^fcf^UDP) CO:/nh=i/vasU^^i~rprotocol(:/nh=i/v) 
J rxCPj -efe«9 (Protocol=TCP) , ^^o, IP(D_h{ifcJg:/nh37V^S^^CDT:7°y<^— >3 
>'<Dff #-efe6;0^^^i- rOestinationPort (^3fe3^<— h#-^) J TSOJ "CfeS (Port=80 

[0076] #-^2(Dl/=3— K^mMttfis rOestinationlPAddress (^^felPTKV;^) J n 

92.168.1.2/32j-efc«9 (dst=192. 168. 1.2/32) , rprotocol(:/nh=t/V) J TuDP 

(UserDatagramprotocol) J "Cfc^ (Protocol=UDP) .JiV ^^Mtt-fK^O^-eif ^$tX§o 1^ 
#-^3(Dl/=i— K^t±iM^4^*^ rDestinationIPAddress(^:$telPTKV>^)j^5ri9 
2.168.1.0/24JtV^5Mtt^^^=B^$t^^o 

[0077] 5fi:^^%^m^#(^ r^m^ffij J*, mr^ucx-vcm-m^ti^^mmm^m-^^ 

^Lfc:t)(D-eS)§o ti^. |2|3{C{i^bTV>/^V^;5S, ^mMtt^-*5V^-Cf^. FDestinati 
onlPAddress (^^IPTHV>^) J (^{fi^^^ft^ (any) ^L. ;0^o, IP(D_h'fiJg(D:/nh 
^^/V^SlJ^;^^- rprotocol (:7'nh=i/V) J riCMP (internetControlMessageProtocol) 

[0078] iii4j^. ^iEhyiiy^^mm'¥T—-:f/i^i3h{cmn^ti^mwt. x'ommKi^. ^ 
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JEh^t^/^^^f*. r>g:i||^^T2KbpsJ^_h. ICMP(lnternetControlMessageProto 
col) _h(D3i=i— J^;:^ (EchoReply)^5/-fe— v?<D^N<^5/h;6SS2#i^_h3g^3l'ft$tt'CV > 

[0080] Ei5{*. lEm^W'T—^/i-iscicmm^ti^mm. x^mmia-i. lEmfmm^^^ 

[0081] ^^fi^fcl}^ , #-^lC>^/=tw-K(D;^t±iM^4{*^ IP(D rSourcelPAddress (j^ftTClPT 
Kl/:^)j^sri72.16.10.0/24j-eS>S^i:^j=g^L(src=172.16.10.0/24), #^2<DW=t 
— K(D^mMtt}*IP-b<^i^— l^'^p'pR^^-r TTypeofService (i^— lf>?>i57^:/) J T 

(i6jt-e)oij-efe6r^^it:ebTv^6(Tos=oxoi)o ^(DX^f^iEm.^i'^ia^. mx. 

xh^tmm\^x\^^^^yhi7—^(Dmm7apT}^^]y:^f^t^j^^n:&^ti^o 
[0082] m2(Dmmi^m^t. ^m^m^m-i. ^<^yhWLm'^i2Kx<^x^m^fhfz.mn 
mmKm'^\^^x^m(Di^m^mm\.fcm^K. ^m^mh9\^yi^(Dmm^<^yh( 

^m§i5i3(*. m3{c^i.fc^mmm^m^mm<>x. ^mmmxm-m^rix\^^^ 
j;«9*v ^^raasj^LT. ^mmmxm^^tix\^ ^^si±<DBm^m^mm\.x\^ 

^m^fcm^ia^. ^<Dhy}iy^^^m^^hy}iy^t\^X^tiiU ^(Dt^ic^tH^ 
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[0083] ^fc. ^m^mm3it. ^m^^m\.fcm^K^ m^i^if^^^tt^KiEm.i^if 
scDw^i^m^^^mm-r^t. iii3f^*5(t§#^i(Du=i— m^^-eitm^ti.^^^^^/ 

hCO^^S/i/^^^i'fi, [dst=192.168.1.1/32,Protocol=TCP,Port=80]^/^«9. |l|5tC:j3 
V^-C. lEM-yi^^^^i^. [src=172.16.10.24,dst=192.168.1.1/32,Protocol=TCP,Port 
=80]53 J;t^[TOS=0x01 ,dst=192. 168. 1 . l/32,Protocol=TCP,Port=80]^jfeSo 
[0084] ^hK^^m^m^lSn, Bl4{C^Lfc^Hh^t^y^^f4^(DV^i^tb^^(D/^^— ^(C 

[0085] ±^L-X^fc^m^tii^l3i^XoX^m^i:hf^^m->^^^^^. AEMi^^^^^ 

^^YMm^iA^^]^xmm^mmm^h^m\^fz.^^^:^^^h^^. 
^mmwm^^-^x'mn-^f\^^o 

[0087] ^^^yVWc.m'M.Ul^an. iy^^:^^=^YM\tUlA\Z.i:<^X^\f^flf^^^^^-^^(D^ 
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—y^^ii^^^<D^<^yh<Dmti)^mmr^mmMxh^o Mi^mat. Atj^titc 

(D±X\ :7^/V^^l6n. lEm.^=^—KAtl^tifc^<^yhK^\^Xit. U^^i^^ 

u^tif^iy^:^^^)7i^^irBmmmmmim^^^xmmi.xmtiir:6o 
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[0092] L^m^m^<^^yh^mm<Dmmi 

[0093] ct'i^^©iO(D56:^;^mifPi3«. m3K^]^f:L^m^m^m^ 

[0094] -^bT. :^^^m§R13fi. ^^bfc^%v^i5^^^-V*5J;U?IEmv'i/^^-^^:7^/V 
[0095] [iXi/^^^^fiNFtD^ai] 

[0097] ^mwmmsi^^ mm^mmm^^h^mvfc?^^^^^^^^^^xxi±m 

t^^m'&ir^ (:^'r^y:fs 14) „ 

[0098] ^^T% ■A^i^^^m'M(Dmimmmi^tim^ (:^'r^yysi4n^) . ii^siiimwjs 
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[0100] L^iE^<^-yh^m^(Dmimi 

[0101] ^mmuio(D^m^m^i37!)K m4K^i.fti^AEhy^^yi^^ 

[0102] i^<^yhmmm(Dmm'] 

m^x^ mo^mmL^x. ±m\^ti^mmw:ioicx^^<^^yhmmm(Dmi¥mtm^ 
nm-r^o m9u. ^<^yhmm^comiM^m^^-ryu—^-r—hxh^. 

[0103] IWllll(c^i-j;5(-> 7^/l^^§P16{*, :^^yhU—i^4>^y^—:^^ll^^h^<^^yhi!)^ 
;0-rs (;^7"^;/:/S32)o 
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[0105] $^>(^. ^(DJEmv'i^^^^^-YJ-^i'^ificbJfev m^ia^ (:^y^^yys33^^) . :7^/V^ 

)o 

^xmmvxm:bir^o ^cC*d\ ^iEv^iJ^-^^-r. iEm^>^~^^^. ^m^y^^^^^(D 

[0107] immmi(D^^'] 

^wm^^mt:iir^<^yh^mM,i^x^m(D^mm\\-&u ^m^^otrn'm^f-m 
^K^^x^y^^:^^^^m^^wmm^m\t'r^(DX\ ^yvu—^±(D^x(D^ 

[0108] *fc. Aim<D'mmmi\^i^fi\t. mm^wmm.*^h^mui.^^^^^^(D^w^m 
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[0109] ^/c. ±m(Dmmmiicxnit. i ^iz.iy^^:^^^-r^mmi.fz.mm^mmw:^m^ 
[0110] m(Dmmm'] 

[0111] mx.it. ±m(Dmmmixii. ^y^^':^^^-r(D^w^mfcirmiLmm\H(7)y<^iyhWc 
^m'^<Dmimmmu ^-o, pjf^cDmimmmi^xmmi^fcmm^mmmmm 

f*. :h<~^xh—mx^^x. ^mmi-i:ifhi^mM^^^h(DXi^fj:<^ m(D^mmm 
[0112] ^fc. ±m(Dmmmixm^\^f'^mm mx.it. mu^m^i^ti^mmmio) o 

i;ips^tv-r. ^mmmio(D^^-^fcit-^^^m<Di^^^^m^uts:t^Kf;t:s\^x 

i^^y^K^^^^—V^:nTt\^xmm.^tin^o 
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[0114] _hiBcoi^jfe^!ii-ef^. ^mm^mm^-r^^mmm^i-f. wmmio)^m 

tlh<D-^x:i^^9J>>i-i, K■xV^i^^ :7Udr^>y^VV7s^^;^^ (FD) , CD-ROM, MO 

, ^(Dci)-ROM{z.^m^nfc-^^^^'7J^^^=i>'t^°^—^^m^mi^xmnir^x 
[0115] ^ife{?ii2-e{*. iy^^^-^w^}^MMnn^^^^x-y^^^-^^(D^m^m^mm 

[0116] [fflM(Dt^fc?g] 
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[0117] ^mmm2-x^m\^^ ^lEm^^^^^^i tit. mm->^^^^Kmmir^y<^^y 

[0118] *fc. ;2^^»!l2-efflv>§ TtpjEv^^-'^.^-^j yfiEh'y^y^i^^^n^^iE^^ 
[0119] *fc.;^^ii^J2-efflv^§^TOtf#(#fF»^(^fSffl^-IE«<^^^^TOfflgJ 

[0120] ^/c. *ll»[I2-efflv^^ rr^y— K(#rpff ^(D$5Ht;ifBife(Z) rcfJii^ff 

h ^wmu Kmrnw- ^wmu Km^x^^^ m.^^^^^^(omM(o ^mytx-^^ m 
(Dmrnxm. ^^m^\-^. mm^mmu(DTY^:^^w&\.xm0.^fi^o 

[0121] ;*:^}fe^!l2-efflv>^r_h^y-K(#fFM^<^$5Hf-IB«(DrptJ|i^ff (;i 



wo 2006/040910 30 PCT/JP2005/017305 

[0122] mM^m(Dmm.^i 

[0123] m24iC^irX^lC^ ^mmW:109-li^. 2^(DmiB^Ml30^^:^-yhr7—^±<D 
1 20 lZLMir:bT>r>oS^m^n-oX\ ^^^t^^mir^t ( 1^ El<^ ( l) 0m) . 

^^mvti^mmuio9 - 2«. ^mi^tayi^^^^Km^^ ^x^<^yh^mM-r^ 
tthK. iyi^^^-r^mm^mmw:tfj:^^mmmio9-3Kmmir^o mm^. 
mm^mmm:tfj:^^mmmio9-i^^hiy^^^^-r^^mi^fc^mmmo9-3 
^mi^t:iiy^:^^^icm-5\^^x^<^yh^mtm'r:5tthiz. i^^^^^^m^^ 
wmmtfi:^^mmmio9-2icmmir:5mm(D(3)mm)o ^^^^ m24ic^irm 
xi-i. mm^mmm7^^hiy^^^-r^^iBL-ti^mmmio9i^^ ^^icmmi^tcm 

[0124] :L(DXots:^^^^^^^(Dmin7i^^i^th^t. El24tc^-r^!)-e{*. ^mmW:i09-3 

it. mm^mmntfj:^^m^mio9-i^xi^^m^mio9-2i!}^hm—<Diy^ 
^^^^^m'r^^tKti:^o ^titmmK. ^mmmo9-2h. mm^mm 

mtfi:^^mmmo9-i^xwmmmo9-3^^hm—(Diy^^:^^-^^^mir^ 
^tKfs:^o -eto^m. ^mmw:io9-2^xwmmw:io9-3xi-i. mm\^f-> 

[0125] ^fc. m25iC7jki-X^iC, 4i|iSgl09-lf*. 2O(DiMftiiS*130;6S^5/hl7— 
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_h(Di^— 1 20 izMir^DDos^m^n-o TV ^^^t^^mir^t mm(D(i) mm. 

^mmmio9-4Kmmir^mm<D(3)0m)o 

mi^^m^mtfj:^^m^mio9-2idxwm^mio9-3:^^hm—cozy^^ 
^^^^^m-r^^tizf^^o ^(Dw^. ^mmmio9-2idxxf^mmmio9-3 

[0128] [>/;^7^i»(D||!E^*5j;U?#tt] 

Ello^ffiv^-c. ifmMm2\z.wb^vvv—^:^mwm^y^'TJ>^(Dm^i^x. 

[0129] |W|Bl(^^i-J:5t-. z.(D:^-vVv-~^^mVsM^y^TJ>^\QQ2i\-±. :^vVv—^}l\zM. 
-cii. iii^U7ti3|^aggiiO(D^^^l2:siji-^#^{^}i, ^tv^^ticfl^^giio 

-i*/cf»w^i2o-2^L. wm^^\.3i:>(o^^^m,\\^'^m^\cn^ 

130- l~alfBi^7Nl30-5tLTsBmi-6o 

[0130] rr-e. ^m^wiiocDumm^m^^MLm^wm-r^}!. ^wmw\\.o\%^ wm 



wo 2006/040910 32 PCT/JP2005/017305 

[0132] -^(D-^^-e. ct'ii^Miiofi. mm^mmm^h^m^^^^-^^m^^mi^f^m 
mm^mmm^^^^xm^mf^t. mio\z.^\^x. ^mmm.iio-3\z.^\ii^m 

[0133] r(Dj:5t-bT. miO{C^L.tc^yh'7-~^^mWM->y^'TJ>>100aXl^. 
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[0135] rrT\ ±m(D±ti^!i^m^mmir^tiib K ^mmmiioj()m^^<i^m^mm 
(Dmm^m^^^-r^o -^u-c. ^fihrnm^y^^^^^^xummm^Mit^Hnx 

mmi^^^^'^^ii^xf-mmm.\^ni^Mnxiy^^^-rv:^v\zL^^'r^, -^lt. 
Kn\^xwmn'r^o 

[0136] — m'^^i:f^^^^i:x:^mmm:^m\.f^^mmuiiox\'t^ ^mx^tzM 
my^^^^(Dm%mm^ s ^(oiy^:^^^v:^Hzm^^m.-^fix\^:6i)^-i)^^m 
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[0138] ^co—:}7. ^m^>^^^-=f-^m^^im\^fc^mmW:iioxii. _hfELfc¥iJ^(;i*DV ^ 

mmm^mm {i^trnMrnm) -r^^t^^^. ^ftbfci/:^^^^(DT^/-K-efe 

^^^x^ummn^^m^. ^rihm■m^^^^-^^^^xImmm.^n^^Mnx 

-rs (m io(D (1) ^^xi (2) #M) o 
[0140] —ij. ^wmuiio-2idi:xy^r^wmuiio-3n.. ^mumio-i*^h^mi^ 
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- Tiz.mmi^^^^'^^^^xfmmmn^mmir^ mm<D (3) ^^xf (4) mm) o 
[0141] :^hK^:^^^^^mmiy^^^^^xxfmmm(D^mKJt^cx^ ^^^^§110-2 

^mir^o 0^*9. «^gllO-2{i. ^#i^milO-l(DTKV;^^T?)fEy— 

0-4*5 J;t;?ct'li^gl 10- 7(DTHV>^^_h^y—Ki:bTi/:^^^^^y:^hf-^^i- 
[0142] -^bT. fti|i^gllO-7«. ^li^gllO-3;e)^6>^%v'^^^5^-^:JoJ;U?»Jtf 
fd^m^tlX\ ^?feV ^<Z)-e. JilEbfcffi^^gl 10- 2*5J;U«fti|i^gl 10- 3i!l^ 

^mmm^^^j:^ ^<dx\ mm^mi^^^^^^xxfmmm^mm^mmm^^mm 
«r^«L^cev\ tt'ii^giio-Tf*. _h^y— Kfi^^bJ^^v^^s^ cfj^^ 

gl 10- 3CDTKl^>^^T^y— K^UTiyi/^^^y;^h(^^^-r^ (5) #M 

)o 

[0143] ^(D—:^^ ^mmw:iio-4\^. mK.\^. ^mmmiio-27b^h^mmw:iio-3 

m^^mmutfj:^ tt^^^Mi 10 - 3, ^mmuno-s^xwrnmuno-e 
Kmm-r^o ^^k. ct'ii^«iio-4{*. ^mmmiio-2(DT}^^u:^^Tmy—h^ 

i:UT>/^W-Yy^h(-^^i-^i:i:t>(-. W^gllO-3. c^^«eilO-5*5j; 

XI ^mmm 1 1 0 - 6(DTHv:^^_h?5Ky — K^b-cv^i^^^^^y^^h K^m-r^ ( i^i in 
(D (6)^^x1 (7) mm) o 

[0144] -^bT. ct^liSgllO-5*3J;t;?ctI|i3ggllO-6^^. cti|iSeiio-4;6^^)^% 
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[0145] t^sx\ ^mmw:iio-4\^. ±f&i.fcmKXox. ^mmw:iio-2^^hmm^^ 

TV ^sT^jsy— K ( ^mmmiio-2) 7imi^^iBi^fciy^:^^^(DTmy—}'^ ( 

■fr-f. ^mvfciy^:^^^(DTmy—h^xh^^mmmio-2KM\^x. mmi^^ 
^^^^mK^m^tix\^^^w^mirm.^mm^^TEmir^o -^b-c. 

mm^^^m^m no- 4^^ib^mvt:i ^m^m 1 1 o - s-n* . zy^^^-^f-^vw^i 

o 

[0146] *fc. ctJ|i^gllO-3{*. _h|HLfc0f|J;iJ;oT. ct'i^iggllO-4/6^^>t)|^— 

^m^fix\^^^Tmy—}'^(wmmio-i)^^m,K^in\^f->^^'^^<Drmy 
) ir^^Lhh^-r. ^m\^f:.iy^^^^<Dymy—vx^^ ^mmuiio-4\zLn\^x 

. ^miy^^^^i)m\^^m.-^tiX\^^^^^irWt^mM^^T^mir^^ -^LT. 
>?)^6^^^ii^^ftJ|i3gei 10- 3;?)^^^ftbfcffi^SmilO-4-t:1*. v^i/;^^ 
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- 5*5 cfili^g 1 10 - 6<DTKV^) ^mBUl 10 - 3(DTVUy^^m ^"T^ 

o 

[0147] $^>(^. ^mmmio-4it^ ±mi^fcmKx-:>x. 

TV >§T^y-K ( ^mmmiio- 2) ds^ici^-fibfc^^i^^^^^-r (DT?ty— k ( 

mw:iio-2) tm—xh^(Dx\ iy^^:^-^^<Dn^itxh^ti.x. ^mi^tc^mi^ 

h^mvtiiy^^^^^7i)^iy^^^^^v:^Hcm^^m^tix\^ ^^*^:^^^m:^u ^tc 

fpmmmKmmir^xoKir^^tx\ ±mvfcmxnx.it. 

m^m 110-3 ^x^^^^^^^^(Dm^^m^mw^iw mm^n. z^^^^^^ 

[0149] ^mmmim'i^^m^wm\^fj:7!)^h^<^^yh^^mir^±^(Dmmx^^ 
m^it. /v—^tvxmmvxhx<. -^tiit. -fv^yi^tL-xm-mvxhx\^\ ^^c. ^ 

mmmiioii. ^mmmiiom^'wm-r^fc^(DWMm^yh'7—^iz.mm^tix 

iio«. m(Dz^i^^^^^mmi^xhx<. m'm^^^^^KMx.xm(Di^^^^^^ 
[0150] i^mmm(Dmm 

m^. Blll^fflv^■r. lilioi;i^L/c4'li^©iiO(D«^^ffcpji-6o EIii}*. 4^ 

. ^5/M7— ^-r>'i5^:7ai— ^111^. /^^5/h^#f|5112^. 55:*^mtl5113(MlMC 
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m^W'r-y/i-ii3c)t. ^^^^^-fmmmi4t. mmmmmmist. y^;^ 

[0151] ^/c. ct'liiggllOfi. CPU(CentralProcessingUnit)^^^!;. K-^V;^^^^ 
^bT*5«9. ^-^-^r5/h^#§|5ll2. :^*^m§l3ll3^ ^y^^^YM\t^\\A^ WJtf 

#^J^§|5ii5*Dj:t;?:7^/v^$pii6{*, cpu(cij;o-cM3g$tt§:7'i3i^^A(D^i;^^ 

tiJ;<. 1i^(7)CPUt^5>t5cLT^a$tl.Tt>J;V\ $t>f^, ctJ^i^gllOfClf*. Linux 
[0152] :^^^m§|3113f*#fFW^<Dt5Hf;i|E«(D rv'i^;^^-Y^^^^J t->^J^^ 

[0153] |l|ll(cl:JoV>T. :^vVV—-^y(ly^^^—-^^\\Vii.^ ^vVV--^h^m^f\rC\^^ 

mtWL^h(Df^'r:^<^vV^m^^^^^'^^^'0. ^W-mZ-U. LAN(LocalAreaNet 
work) ^fcfiWAN (WideAreaNetwork) fi.E(r:>:^-:/\'V—^hWm:t^tL^(^^vYV 

[0154] ^■?^5/h^#§Pl 12«, ^5^h!7— i?^^/^:7ai— ;^$P1 1 l;05^ftbfc^'?'^5^h^^# 

[0155] 5fi:*^m§Pll3}i. x^<5r5/h^#§|5ll2{^j:oi:^#fc$tvfc^mf ^1-^^:51 ^-C. 

%^t±l^#^-:77Vl 13a. ^jEb^t5/i5'^t±i^#^-:77H 13b*5j;t;?iE^^# 
y^>H13ct^^tL-^^tl.S^$tL§o ^^-e. ^7"— 7VH13a~113ctCtBlji$tL 
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[0156] 012}*. ^m^^^m^i^T—^/i-iisaKmm^ti^mn. xmmia-i. 

[0157] ^mmm^m^w<D mmm\^i la^. mx.it^ ip^^^^H^^^n^ip-^-yi^n 

(Dmi^-^^^m'^^n^o Mci$^ma-i. mi2Km^x^ ^-^kt^^^^— mi^mMttf*. 

rDestinationlPAddress (^:$telPTHV;^) J ri92. 168. 1.1/32 J -efc«9 (dst=192. 168.1. 
1/32) , IP(D±^m (TCP^fcfiUDP) (D'7'nh3/vaS'J^^-t"''Protocol(:/ah=i/V 
) J rTCPj-efe«9 (Protocol=TCP) , ;$^o, IP<D_h<iJg:7'i3h=t/V;aS^'C0T>^IJ^— 
3^(Dff |g-efe^;0^^^i- rDestinationPort (^^^— h#^) J TSOJ ^Ch^ (Port=8 

0) i:v ^5Mttfe<o|i.-e*i^$ti.So 

[0158] *fc. #-i-2(D K^mMttJ*. rDestinationlPAddress (^^IPTFV><^) J n 
92.168.1.2/32j-efe«9 (dst=192. 168. 1.2/32) , >5^0, rProtocol(:ri:ib=i7V) J TUDP 

(UserDatagramprotocol) J "Cfc^ (Protocol=UDP) .bV ^5M'l4fitC0,|a-Cf |':^$tL§o 1^ 
#=-^3(^1x3— K^tli^tif^, rDestinationlPAddress (?5:$felPTHV;^) J ;0^r 19 

2.168.1.0/24J ^V>5Mtt"eit^$ttSo 

[0159] ^m^m^m^i^(D mmmim mc^=^-}''x-mm^ti^^mm^^m-D^ 

Ml^fc'h(DXh^o ^0^*3, |l|12^^:^i^bTV^:^^V^^S^ ^tt^Mtt^i*3V^■r^^. TDestinat 
ionIPAddress(^3feIPTKVv?>)j(D'f|i^^#(any)i:L. ;5^0, IPOJi-fiijiOy^nh 
^i/V^SlJ^^^i" rprotocol (y'°tihn/k) J TlCMP (internetControlMessageProtocol) 
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[0160] 013}*. ^iEh9'ii^yi^^m^W'T—^yvii3hKmm^ti^mn. xwmia^. 

iEh^fc5^^^#{*. r'gi|^^J^2Kbps£/._h. ICMP (IntemetControlMessageProto 
col) ±(D::^=x^ft^^ (EchoReply) :^iy±—-J(D^<^^yhi^^S2^19X±mmT^im^tlXV ^ 

[0162] I1I14}*. iEm^#7^-:7Vm3cfcfB'|t^tL§ff j;«9Plfflfc(*, lE^^mm^ 

ibmm^^x\^^mmi^^l30i)^hmm■^fl^^<^yY^m'r^lEm.m^\<D-m^^ 
^mx-h^o mm\^^'r^^K. iEm^#{*. TP^<'^^yY\^^n^m'&t^fihm'^ 
m.(oim^hfs:^mML(Du=i—Yxmm.-^fh^o mmtx-^—vi^^^—^^m 

[0163] ^#:6^(;if* . #-^lcDW=i— K(D^^t±^M't4{*^ IP<^ rSourcelPAddress (j^faTClPT 
Kl/>^) J ri72.16.10.0/24j-Cfe§;^^^it^b(src=172.16.10.0/24) , #^2(Dl/=i 
— KCO^mMttf*IP-h<^i^— t'^p'&a^^i-rTypeofService (ih— If ;:^^--r::/) J il^ T 

(l6it-e)olJ-es>^ri:^m^UTv^§(Tos=OxOl)o 

-^X-hhtmM\^X\^h:^^yW-^(Dmm7tlVTYl^:^fi:}£i)m'&^fl^o 
[0164] Elll(D|Jii!tcM§^. 5^*1^m$IS113{*. /■^<5r5/h^#t|5112tCj;oTM#^$:rifc 
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[0165] ^/c. ^mmmmisn^ ^m^mmvtim^i^. m^^^^^^^^-ftthiznEMiy 

h^lEm.^<^iyh^W^ir^fcibKm\^^hn^iy^^^-^^Xh^^K mK.it. mi2^ 
XXfmi4(Dm^m\^^X^mi-^t. 0l2^e::i3^t§#-^l(Dl/=^— K(D^#-C^t±i$ 

tl^^<^iyh(D^^-yi^:^^^n, [dst=192.168.1.1/32,Protocol=TCP,Port=80]^7'^«9 
, |l|14t^*5V^T. IE^^>^^^^-rf*. [src=172.16.10.24,dst=192.168.1.1/32,Protoc 
ol=TCP,Port=80]:Jo j;t)«[TOS=0x01 ,dst=192. 168. 1 . l/32,Protocol=TCP,Port=80]^/^ 

my^^^^K^^'t^t\^'?^w^^iE^^^^^^t\^x^m't^o 

[0168] Eli6^#mbT. v-i^-W-^t^i^^^tL^Mtf #^IJJ.i!i-§o laief*. 
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o 

[0171] ^fc. v/^^^^-Yifi^t§|5114{*. P^cti|i^g;0-^§:itbfcv'^-'^^-Y^v'^^^^ 

t^^mWit^ &.T\zmm't^mmm.^m^ii5Ki^^^m^^K^<>xmntfi 

-So 

[0172] »Jit»j^§pi i5{i. ^^^^:^^YMmmi4\z.i:oxmm^mmmA^^^^^^^ 
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M 1 6a K^m-r^ ( m 1 5#fl?o o 
[0173] rtb^f^S^te:, ^m\^t:i^^^:^^-r(Dm^mm^-y^^'f-^v:^hii6aKmK^ 

iJ^^^-Y^v^iJ^^^-Yy 1 6a {^±m^^mir^tth ic^ v'i5^^^-^y;^h 1 1 6a(;i 

^m^tix\^^^±my—\'^:^^^^irmcomm^mmmi^-y^^^-^^^nmmir^o 

[0175] |1I11(;1*DV^-C. '7^;v^UllQ\i. ^^yV':f--^^>^'7a:.—:^Ulllt)^^\t\^f:.^< 
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[0178] L^m^^^<^yh^lii^(DmM] 

[0179] iiiigit^^-rj;5t-. ^mm:miio(D^m^mii3i^. mi2{c^vfc^m^m^ 
[0180] -^br. ^m^mmmt. ^iy^:^^^(D^m^—MKmmir^ti^(Dmmm 

^^-Y^7^/v^§|5 1 1 6(D iXi/^^-Yy ^ h 1 1 6a (;^7^5/:/S 1 04) o $ ^ 
;^7^^;/:7°s 105)0 
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[0182] [v-i^^^-Y^ft^c^^a] 

[0183] ^mmmiio(Diy^:^^^mm^ii4^K m^^mmm^h 

i-^t(^T^y:f sill). mmmm'^mi5i-i. ^ftbfc^>^'^^^-^(7)»Jtf 

:7^7V^f|3 116(Diy^:^^^Vy^hll6sil^m^^M^nx\ ^^i^^^^^mMl^ i:^T^y 
mK^imi.f-y^'^^-r(DTd^y---}''tm—Xh^^^:^^-hm'&ir^ (;^7^^;/7°Sll3 

)o 

[0184] ;?)^;o^s^j^i;i*3v>-c. mwmn^^i^^^^^v:^hii6aKm^^m^tix\^^^:isy) 

i^^^^^^ v-i^^^^^-^y h 1 1 6a j^^^ (*fc(i_h##^^) . mm ^ 
mmmi^mm i^tii^nmm) -r^^th^^-r. ^m\^f->^^^-r(Drmy-h^x:h 
^mm^mmmi^ML^x. mmi^^^^^^mi^^m^tix\^ ^6 ^^^irm^mm 

fc^mmmiioxi^. i^i^^^^]}:^hii6aKmm^tifc±my—\'^^^hmmmi^^ 

[0185] ^ftbfc^>':^^^^(DWJft#;a^>:^^^^y;^hll6al;i7fef£^ 
S 1 1 5) . :iESv'i/^^-^^ v'i/^^-\'y 1 6a (^^5/:7'S 11 6) o 
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[0186] iy^^^^mis^ll4i-i. iy^^^^^V^hllQai^^mi^tcm^^iy^^^^ 

l.fcAEm.^WKm-5\ ^XAEm.i^i^^^^^^n^)3^ir:^tth K {y^T^-^S 1 20) . IE 
[0188] _h|ETi*. i/:^^^-Y(DSi^ftT*fe6^^J^$tbfc#'^(S:^tLfci/:^^^-^ 

^7"5^:?'sii9~si2i) ^fxb^^^mmut.-t>^. -^mn\^^^^'f\^%^fh\zM%-^f\^ 

^%(DX\-Xfi:<. r;h.^>(DMS(;^7"5/::/sii9~si2i)^^'-v>T. ^Wy^^'f-^. 
fiS'Jtf j;tFE^^#(Z)Si^ft (;^7^5/:7°s 122) (D^^'i=yb^b \c\yXh^\ \ 
[0189] [^IE/-^<5r^;/h;^tliB#<^^a] 
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[0190] ^mmuiio(D^m^m^ii7^^. miai^^bfc^jEh^t^/ 

[0191] [^N<5r5/h^J^NF<^:^a] 

[0192] Illl2lt^^-rj;5f-. ^^/^^^116U. ^^vYV'-~^'^iy^'7^—^-%\\\t)^h^<^yV 

f:iie)(D^iE^aL— (i/N°^^;/h^Aiji-§ (;^^^;/:7°S143)o 

[0193] ^fh}i\t.Kn\^. ^lEiXiJ'-'^^-r t^-a^ifiib/c^v ^J^^tcf* (;:=^7^5/:/si42^^) . 

l.fcm^\^n (^7^5/:/S144#^), ^^/V^g|3116(i, IE^|/.e^— ifffiOIE^dr^ 

^-?>5r5,h^A;f7«(>^^5':/si47)o ^ti.^f*^*fJ;i. ^^i^i/^^^fei^ificbJ^^v^ 

(^^5/^S148)o 
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[0196] \MMm'2.(D^^'\ 

[0197] JhlE<D||^i^J2^^J;^^^^. ly^:^^^(D^)m:-M\^Umir^ti}sb(Dmm 

[0198] *fc. ±M(o'mmm2\z.i:f\.\t^ ^m^m^^^-yv^^m^^t^ m-m^^^^^^ 

M\^xmmKmmmm^i^-^ir^^t7!)^nmKfj:^o ^^k. mm^:^'^[H^^mm 
izmmvxiy^^:^^^^nmmir^ii^-.m>^]:^fcm-^xh. ^y^^^^^^v^hiieaiz. 
^m^tif:i±my—\'\ mmmn^xu^i^^^^^^^mir^^tx. m—<Dmmm 
mm^^tifri^^^^^^^m~(D^m^im\^xmmimmmir^^ti)^-^mi^ 

[0199] ^fc. ±m<Dmmm2izxnit^ mm^mmm^^h^mvfc^y^^:^^^(Dmmmm 
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#^»-r§^^t>t-. zy^^^-^^])^hii6a\z^m^fvx\^^±m./—}'^^^^i-m(^m 
i^^mmm^i^^^^^^^Mtir^(Dx\mm^:^^fHs^^^mi^^m\^xiy^:^ 
^^tm^m^tix^tim^xh. ^(Di^^:^^^^m^^^tfi<. ^m9nKn\^x 

[0200] _hlB(D^^fe^[I2^;lj:^^{^. mm.^m^m^^^\^\jrz.^y^:^^^(Dmmm 

[0201] [ftiif^^iiF!]] 

\ik^\c%^ (Dm^j:^^-mKxmm^tix^\^^h(Dxh^o 
[0202] m^it. ±m<Dmmm2xi^. iy^:^^^<D^^:^~mi^mm'r:6ti)^<D^^m 
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[0203] ^/c. ^^mmmi io\^. ^m\.tc?^m^y^^^^^^xxfmmmn^mm^mm 

mi.fct'mmi.±m^\^^^x(^mmt'm'ML.±m^\^^^x) . ^mi^tcmm^^ 
^^^^^mm^mmm^mitir^x^i^vxhxw mx.i-£^ mioiZT^vtimxm 
K-i-i^ mm^Mi3o-i--mmi^Mi3o-3icx^x^mi!)^ 

^xxj^mmmm^^mi^fcti^x-h. mm<Dmimmmi^timmir^^ti-if^<^ m 

[0204] ^fc. ±m(Dmmm2xm^vti^mw: mioKm^i^ti^mmm lo) 

(D^mmmmnmnm^^m^£h(Dxh'o.ii^^T\^h^mmm^mu<mf^^nx 

CT. iiM(Dmi<Lxmmm-^f'nmmmic^m-m^\^xm)^i-^^t^^x^^o ^ 

hic^ ^mmmiioi^xnt^i^ti^^^mmmi-i. ^(D^^mfci^^M<D-M^K 
cpu^xxfmmcpuKxm^Mn^ti^-^^^^yj>>Kxmm.^ti. h^v^i^. 

[0205] ^fz.. ±M(Dmmm2xtimwz.^mm(D^-h. uwim^^^fs:t>fh^h(Dt}^x^ 
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[0206] ^cC*5. ±iS(D^ji#tj2-ef*. ^mm^mm.ir^^mm: mx.ii:. ^mmmiio) ^ 

i^^i^f*. 4^^<^—^^yh^j:}£(D:^^yhU—^^^\^xm^ir^^tmx^^o ^hK. r 
;ft^,(^:7°n^7^{^, Kt'V^:^. :7lxdrv^://V7=V^^(FD), CD-ROM, MO 

, iDvufj:t^(D=i>\i°^-'^xm^M'o^wj:mmMm^m^^th. =i>\i°:=.—^\zx 
^xmmmm^hu^m^ti^^ticx^xmnir^^thx^^o o^«9. m^mif 

^K\^xhx\^\ 

o^xxj^iio)t^mmwmcm^^mmm2iot(Dmi^^K-D\^xmcnmu^ 

m,^{^^\^^X(Dtmi-i^mir^^ttir:5o 
[0208] L-^^y'J>.(Dm^^XXIWWG 

m2iK^i-xo\^^ ^mmm:2m-i^ ^<^^yhmmmm^m^M^tvx^ m^i 
mm¥\m^2i5ammm2K^^^mmmiio(Dmmmmm'^mi5iz:Mf^^)t. 

^<^yhmm'&U2i5hmmmucm^nmmio(D^<^yhmm'Mm5a{cMit^ 
) mmMmmmnm^2i5c m]^<mmMmmm¥mm5ucM!t^) t^mK.x 

[0209] ~tfi:t>^. ^wmm.2io\'i^ ^^^:^^-^(D^m^-'M\mLm'r^fzjsb(Dm%mm 

^m\^xm(D^wmm.^(D^<^yY^m^mm.'t^ttuz.^ ^^^^^^^^(D^w^m 
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[0210] L^m^^^^^^h^m^co^M] 

m^W'T—y'/vii3siizm-5\^X^m^mhy}i)y^^^mir^t{:y^y^y:fS20l)^ 
[0212] ^UT. :^^^W§|3213f*. ^iy^:^^^(D^^^—Ml^M^nir^ti^(Dmmm 

^^^^y-(7V^^2 16<Diyi^:^^^^V:^h 2 1 6aK^^ir^ {:^Tyy's 204) o^hK 
. iXi/^^-YafS$l5214«. :c&:^^m$P213;$s^^bfci/i/^^^^(;*:|^Jfe^!l3-C 

[0213] fj:^^ ^^^^^^^mm^2i4i^, ±mi^t^'Ty:fs204i^x^iy^:^^^m<D^m 
^m-¥^tifc^>^^:^^^^m-(Dt^m^xh^mm^mmmi^M\^xnmm'r^o 

[0214] [i/i/^^^^ft^FtD^ai] 

[0215] ft'ii^g2io(Di/i5^;^^-YafiifP2i4;5s^ m^^wmm7!}^h 
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13)o 

[0216] 7b^^^^^mK:iS\ >-C. mmmm^i^^^^^V:^h216aKm^^0i^tlX\^ >^*5i9 
. ;6^o, T»y-K^5|^— e5feV^MSlJft»JS§|5215a^S^|^|J^bfc#^^;lf*(>^7" 

^^^^^^ v-iJ^^^^^-^y h2 1 6a tC^^ (*fc{i_h# t . #.60 cfi 

^^jM^^i-^ (;^^5':7°s22o)o f)^:d>^^^mm^^mm^mmm:^^h^iBi. 
fc^mmw:2ioxi^. -y^:^^^]}:^h2i6aKmm^tifc±my—\'^^^hmumi^^ 

[0217] rtV^f*H>i^t^-^ ^ftbfciX:^^^^^(OWm#;aSiy:^^^^^y;^h216al;i*fc^ 
tLT V V > i^mSIJtf #f IJ ^§13 2 1 5a ^S^f£[J ^Lfc:^^ « (^^5^:7°S 212^^). 

iy^:^^^mm^2i4i^. ^m\^tLiy^^'f-^^xummmm^^^/\^^^2i qcd^^ 

i^^^-¥y;^h216atC^^L(;^7^5/^S214). 56:|^^t±llfP213{*. l^^:^^YMm 

S215) , ^Em^^^^-^^^^^^^^-^^\i:^V216a\Z.^mct^ (;^^5/:/S216)o 
[0218] ^T. ^■?<5r5/h»J^§|5215b(* . /^^5/h^#$|5212(;iJ;oT^#t$ttfc^tf-tf 

#;0^^>. _h|ET->i5^^^-Yy;=<>h216a(c:^^bfc^%iyi/^^-Y<^^#^«fc-r^-^<5^ 

^ij^i-^ (;^7^5/:7°s2i7)o 

[0219] ii-c% t^t^^m-M<Dmm^mm^fzM^ (:^7^5/:/s2i7#^) . is^si^igi^j 
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[0220] isfc. ±mi^tL:^Ty:fS2l7K^\ ^<^yh(Dm7!>mM(Dmm^MVts:^^o 

mi^xmm\^timmmmm^mmi.ti^^^tim^(:^y^y:fs2i8^M) iat. m 

[0221] t^SX\ _htBLf-;^7"^y:7°S213(D^J^^C*DV^-C. ^ftbf'v/^'^^-rOf^IgiJtf $R 

^^iy^^^^]):^h2i6aKmi^^m^tix\ ^^^K m%mm^M}tMnx^m^ti 
x\^^rm/-vi!)mK^mvtiiy^^^^(Dru/-}^'tm-xh^tmmmmm 

m^2157imMVfcm-^Km:^Ty^S213n^).l^^:^^^mm^214i'i. ly^ 

mir^tthi^(y^y^y:fS22i).^m^m^2i3i^^ iy^:^^^mm^2i4ii^^m 

m^^^^^^^^^^^^]):^V2lGa\z.±M^^mrrh (>^7^5/:rS223) o 
[0222] m^^X. /-^^5/h»IJfe$|3215b{i. /■?^5/h5l#§|3212{^J:oT##k$tLfc^f+ff 
_b|BT-^i5^'^^-Yy;^h216ai;i^^bfc^^v'i/^^-t<Z)^#^Vllfc-r^-^<5r 

[0223] r^-e. f)^t^^Vj\'^(Dm\mmm.fz.m^ (:^^^y:7°S224#^) . ig^SaigSWlJ 

B^^fff^®j^Lfc#^(;?^7^5/:/S225#S). v'i/^^-^ilfBlfP214{*. v-i/^^-^ 
y ^ h2 1 6a tvT V ^§ _h|)fEy — K^^S^-T te<^ 4^ \Z. . ^® 
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m\^xmMi^fcmm^mm^^mm\^:^j::d^<^fcm^i:^Tiyy's225^m) ia^. m 
(Dmm^my^)^i^^^^^v:^h2i6a\zm^^m^nx\ ^^^as, msutt #(^>^fj^^#it 

;^^iy:7°s22i~S223) ^tf ^J^-^^I^BJ^bfc^s. ;^^^0J!{ii^^^*f b^b^ti^f-RS^^tb 
^^><D-e^*/cC<^ ^;^t^><D^S(;^7^5':/S221~S223)^^>>-r. _h|Bbfc>^7"iy7°S 

[0226] $^>(c:, _h|B-e«. ^>i/^^-Y<^»Jft#MV ^fc^ffi(D^^9^ft (^[Ix.f^. 

:7°S212) ^trofc^, Bff^(^Mf^^fflv^fc^lJ^Mffl(F!Ix.^^\ ^7"5/:7°s 2 17^:^7^ 

[0227] [^ife^!j3(D$§tl;^] 

Kmmi-^fcii>(Dmmm^m^^xm(D^mmm^<D^<^yh^m^mmir^tt 
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[4] mm^mmmmm^m^. mm^<^yhWc¥\m^!^KXoxmmm^±mm\H<D^< 
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[6] ^mi^fcmmiyif^^^^mmir^i^^^^^'f-^mm^^t. 

mMnmcM)tMnx^iy^^:^^=^^^mm-f-:5^,<Dxhox. 
mmmmmi!)mm^^^^^^'mm^mmK^m^tix\^^^^^^^m'&u 

mmmmi^^^^-'f'^mn^m^^fd^m^fi'Xy^ ^/^v ^trn'^^ntcm^^^. mm 
mm^mmm^^h^mi^f^^^^^^^^^xxj^^^Mm^m^mm^y^^^^^mm^ 

mmir^^t^!i^mtir:5mMm6icmm<D^mmmo 
[8] ^m^m^<^^yhcoif^iiiKjt^\:^x^y^^:^^^-f^^f^ir^tt-hK. mM-y^^^^^^(D 

Kmm-r^tthK. mm^m^xh^mm^mmm^<i^^-r^fcib(D^m^mm 
. mm^^mm^mi3xxiiy^^^~-^^^mmiy^^^-'f-^mm^!^i^M}tMnx^ 
mir^^t^wmtir^mMmicmm(D^mmmo 
[9] mmi^^^^^mm^m-i. mm^^^^^^^mm'M^mcx^xmm^^mm 
mm^mmi^i^^^^mm^mc^td^m^nx\^ >?fev ^tm^^tit-m^i^. mm 
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mmmmm^i^^^^^^'m^mm.K^m^fix\ ^^rn^^n.^ ^^^^ 

wm^^^^YMm^m^. mu^^^f^^^^m^i'M^mz.x.-oxmm^mmm 
mmmm^^^^^w.m^mzm^^m-^nx\^^t^^mm^m5tmni!)^^ 

^m^m:m^fhx\^^^m^mmt^^'rm<Dmm^mmm^mt'r^:it^mm 
[10] m^iy^^^YMm^m^. m^i^^^^^^mn'&^m^i:.oxmm^m5hm 
m^ni^x^ ^m^^^^^^tm\^mM^fix\^^^^^'rwi^m.m^^T&m\^. $ 

mmmm^mmm^h^m\.fc.^^^:^^-r<Dm'¥^mf^'r^<^yv^^m^x^ ^ 
wm^mmmn'&^mz.x.-Dx^mmhm'&^fif'm^\z.^ tffiE^^Et^iis© 
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^<^^yhm-^m^<Dmm^7^i^f'tn'^^tif'm^ic^ mmmm^mmmt^h^ 
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[15] mm^mmmmmjim-i. mm^<^^yhm.mmrMKx^xmm^^mm\^(D^< 

m\^fcmm^mmm^m\^^fcm(Dmm^mmmi^M\^xmmi^^^^^^miBir 

\^fciy^^^^^^iy^^^^^mm^m^^m\^x^<^^yh(Dmm^mnir^tthK. 
mm-y^^^^^m(Dmm^mmmi^mm-r^^m:^mxh<^x. 

[18] mm-y^^^^mm^^i-i. mmi^^^^^<D^0.^—MKm'r^fci^<D^^ 
mmmKMf^Mnx^->if:^'f-^'^mmir:6h<Dxhox^ 

mmmm^mmiy^^^-^^mm^^\^m^»^tix\^^^^^^^^^mmu 
mmi^^^^^mmumi^. mmi^^^^'f-^^mnMJim^xoxmm^mmm 
mm^mmi^^^^^mm^mc^fd^m^tixv ^fj:\ ^tm&^titim^i^. mm 
mm^mmm-^^h^mi^f-yi^^^^^^xf^mmmmm^mmi^i^^^^mm^ 
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mm^mmMmmmuKXox^mm'omm^tifcm^i^. mmmm^mmm 

mmi^^^^-^^mmmmi^. mm^<^yhWcmMm\Mi^^^xmmm^^m^o:> 
[22] mtmmmmmmmm^. mm^<^yhm\immm^x^xmmmi^mm\^<D^< 
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[23] mmi^^^^^mmmmi^. ^x(Dmm^mmm:(Dfj:^^^^(bmmi^^^^^^m 
[24] ^<^^yh(Dmmmmir^tii^(7)-y^^^-r^mmwmm^^h^mu mm^m 

■^fix\^^i>^^f)^^m^ir^i^^^'^^^mn^mw.t^ 

mmmmm.m'&^m\^i:^ox^fimM^nx\ ^h-¥m^fif'm^\^. mm 
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